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Solvency 2 News, July 2026 
 
We have been asked, time and again: Is 
hybrid risk insurable?  
 
This is a misleading question that makes no 
legal sense. Hybrid risk is not a new risk 
category that must be added to a risk register. 
It involves complex risk interactions, where separate risks combine and amplify 
one another in ways that traditional risk management often fails to anticipate. 
 
Traditional enterprise risk management assumes that individual risks can be 
identified, assessed and controlled in isolation. Cyber risk in one register, 
physical risk in another, regulatory risk in another, supply chain risk somewhere 
else.  
 
Hybrid threat actors ensure that these risks do not remain independent. They 
orchestrate interactions through timing, sequencing, and feedback mechanisms 
that cross organizational and legal boundaries, and that can transform seemingly 
isolated limited events into a multi domain crisis. 
 
The correct question is: "Under what conditions can hybrid risks become 
insurable?" In simple terms, how can hybrid risks be structured and governed so 
that they become and remain insurable? What legal, contractual, and prudential 
conditions determine the insurability of hybrid risk? How can hybrid risks be 
defined, limited, and allocated across insurance and reinsurance in a manner 
consistent with insurability? How can hybrid risks be managed so that they 
remain within the bounds of insurability? 
 
In legal terms, how, and to what extent, the various manifestations of hybrid risk 
can be transformed into insurable interests and insured events through policy 
that remains enforceable, supervisable, and consistent with public policy, 
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preserving the economic and prudential premises of insurance, including 
diversification, measurability, and capital adequacy? 
 
Hybrid risk is not insurable by default. Many (but not all) aspects of hybrid risk 
become insurable only through deliberate legal, contractual, and governance 
design. 
 
What is difficult in hybrid risk insurability? 
 
In very simple terms, a risk becomes insurable only when the insurer can define 
its promise clearly enough to underwrite it, price it, set reserves, decide claims, 
and the law accepts that as legitimate (not undermining deterrence, moral 
responsibility, regulatory policy etc.). 
 
The legal and economic attributes of hybrid events produce ambiguity in triggers, 
complexity in causation, and correlation in losses. 
 
Ambiguity by design is a defining characteristic of hybrid risk. Attacks are 
structured in a way that deliberately obscures clear boundaries between domains, 
actors, and phases of an event. Digital, physical, informational, legal, and 
economic elements are interwoven so that no single action, failure, or decision 
can be isolated as the definitive trigger. This intentional blending frustrates 
attribution and delays recognition, allowing disruption to unfold before 
escalation thresholds are reached. 
 
The ambiguity is structural. It is engineered to resist classification, delay 
response, and complicate responsibility, placing pressure on the legal and 
economic foundations of insurability. 
 
Hybrid events unfold as sequences, not single events, involving digital intrusion, 
operational disruption, human response, regulatory intervention, and market 
reaction. Each stage contributes to the loss, but none can fully explain the 
outcome. This complicates the application of policy triggers, which are typically 
expressed in terms of discrete occurrences, defined acts, or identifiable failures. 
When loss emerges from the interaction of several conditions over time, the 
question of whether and when coverage is triggered becomes contested. 
 
Causation is legally problematic. Insurance law relies on principles that 
distinguish proximate from remote factors, and determine how exclusions 
interact with covered perils. Hybrid events resist such allocation. Loss may result 
from a combination of technical malfunction, human decision making, third 
party dependency, and external interference, none of which can be isolated. 
 
In coverage disputes, this produces uncertainty as to whether a loss should be 
characterised as falling within a covered peril, or an excluded peril. The resulting 
ambiguity increases litigation risk, and challenges the insurer’s ability to define 
its exposure ex ante and to manage it coherently across a portfolio. 
 
Beyond trigger and causation challenges, hybrid risk introduces a correlation of 
losses that challenges the economic foundations of insurance. Insurance 
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presupposes that losses can be individually uncertain, but are not perfectly 
correlated across the insurer’s portfolio. Hybrid events, particularly those 
involving shared digital infrastructure, common service providers, or widely 
deployed technologies, defeat this assumption. A single vulnerability or 
disruption can propagate rapidly, producing simultaneous claims across multiple 
lines of business and across a large portion of the insurer’s portfolio. 
 
Legally, each claim may be valid under its respective contract. Economically and 
prudentially, the accumulation may exceed what the insurer priced for, or 
capitalised against. This tension between contract level enforceability and 
portfolio level sustainability is a defining feature of hybrid risk. and a central 
concern for insurance supervision. 
 
In this context, the fundamental legal question is often misunderstood. Of course, 
the insurer can draft a policy that references hybrid risk, and includes cyber, 
operational, and systemic elements within its scope. Policy drafting is sufficiently 
flexible to accommodate these description. The difficult and legally significant 
question is whether the insurer’s promise remains clear and enforceable under 
real world stress, when narratives compete, when hindsight distorts perception, 
and when financial consequences are material. 
 
Hybrid events generate fragmented evidence, delayed discovery, and competing 
narratives. 
 
The interaction of multiple causes places strain on coherence. Hybrid losses 
rarely result from a single, dominant cause. They emerge from chains of 
interacting conditions, like a technical vulnerability, a third party dependency, a 
management decision, a regulatory intervention, or an external act that 
accelerates or amplifies harm. Where policy language assumes linear causation in 
a non linear environment, the insurer’s promise risks being redefined through 
litigation. 
 
Supervisory regimes assume that insurers understand the risks they assume. 
When an insurer’s undertaking collapses under contested facts, causal complexity, 
or aggregation pressure, it raises questions not only of contractual interpretation, 
but of governance and compliance. 
 
We must resist the temptation to follow a growing tendency, to equate the ability 
to reference a risk in policy language with the ability to insure that risk. Drafting 
techniques are flexible, and insurers can insert into contractual text references to 
emerging threats, complex operational scenarios, or new forms of loss. Policy 
language that appeared adequate at the drafting stage may prove fragile. Terms 
that were never intended to carry decisive weight may become determinative, and 
ambiguities that were tolerated as drafting compromises may become focal 
points of litigation. 
 
In the context of hybrid risk, the decisive issue is whether the insurer’s promise 
continues to function as a legally enforceable, economically sustainable, and 
regulatorily defensible allocation of risk when hybrid events do not conform to 
neat categories. 
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Can an insurer offer “hybrid insurance coverage?” 
 
If hybrid insurance coverage means a single policy that absorbs cyber, 
governance, reputational, market, and other effects end to end, there is a simple 
answer: No. 
 
We know. This is the wrong question, and the wrong answer. 
 
The correct question is not if, but how can an insurer offer hybrid insurance 
coverage. The answer is not a policy, but an insurability architecture. It consists 
of multiple separate policies responding to different aspects of the same event. 
 
Hybrid insurance cannot be a promise to cover any hybrid loss. The insurer 
explicitly decides which domains are insurable, and which are not. Many 
operational and technical losses can be insured. Governance and liability losses 
can be insured. Pure market reaction, narrative collapse, and liquidity dynamics 
must never be insured directly. The insurer must define the boundary of 
insurability, and explain where insurance will stop. 
 
We are not questioning what a model can do. We are questioning what happens 
when reality behaves outside the model’s assumptions. 
 
When we hear that an insurer offers hybrid insurance coverage spanning cyber, 
professional liability, D&O, and reputational risk, this should mean multiple 
distinct insurance contracts, each governed by its own wording, limits, exclusions, 
triggers, and claims handling logic. 
 
This includes a cyber insurance policy covering defined cyber events and costs, a 
professional liability policy covering errors, omissions, or failures in professional 
services, a Directors and Officers policy covering management liability and 
governance claims, and reputational risk extensions embedded in those policies. 
Calling this arrangement “hybrid coverage” is descriptive, not structural. It 
describes the combined effect of multiple policies responding to different aspects 
of the same complex event, not the existence of a unified hybrid insurance 
product. 
 
Hybrid risk can be insured only to the extent that escalation is governed. Once 
loss is driven primarily by market behaviour, narrative, or liquidity dynamics, 
insurance must stop, or it ceases to be insurance. 
 
What is the meaning of “insurance must stop, or it ceases to be insurance”? 
 
If insurance continues to respond as escalation shifts from event driven loss to 
reaction driven loss, two transformations occur. 
 
1. The insurer is no longer indemnifying damage, but stabilising behaviour. The 
payout is not compensating for what happened, but for how others responded, 
including investors, customers, regulators, counterparties. That turns insurance 
into a backstop for collective psychology. At that point, the insurer is 
underwriting sentiment, not risk. 
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2. The insurer cannot control its exposure. Event driven losses have boundaries. 
Market driven and liquidity driven losses do not. They propagate until confidence 
returns or external intervention occurs. If insurance follows that propagation, it 
becomes open ended by design. That is incompatible with underwriting, 
reserving, and solvency governance requirements. 
 
Our strategic partner Cyber Risk GmbH has developed a simplified stress test 
that communicates the difficulties around hybrid risk insurability (no cost, no 
registration, no ads, no tracking). You may visit:  
https://www.hybrid-risk-management.com/Insurability.html 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.hybrid-risk-management.com/Insurability.html
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FSI and IAIS publish note on the cyber insurance market 
 

 
 

The Financial Stability Institute (FSI) and the IAIS published a joint Insights 
note on the cyber insurance market.   
 
In a more digitalised and interconnected world, cyber risk is increasingly 
recognised as a significant threat to economic and financial stability. The rapid 
evolution of cyber threats driven by technological advances, including artificial 
intelligence (AI), rising geopolitical tensions and the interconnected nature of 
digital ecosystems, is increasing the speed, scale, sophistication and systemic 
nature of both malicious and non-malicious cyber incidents. 
 
Against this backdrop, cyber insurance has the potential to support cyber 
resilience and mitigate the financial losses arising from cyber incidents, where 
insurable.  
 

 
 
Despite the rapid growth in exposure to cyber risk, cyber insurance coverage 
remains limited, and the market continues to face significant challenges related 
to coverage ambiguity, pricing and accumulation risk.  
 
The note also provides a timely overview of how frontier AI models may 
significantly transform the cyber threat and defence landscape, and the 
implications for the cyber insurance market. 
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Based on desktop reviews and interviews with supervisors, insurers, reinsurers, 
brokers and other market participants, this note takes stock of the evolving cyber 
insurance landscape.  
 
In particular, it examines cyber insurance product coverage, pricing and 
underwriting practices, and explores the insurance protection gap.  
 
The note also highlights key considerations for supporting the sound and 
sustainable development of cyber insurance. 
 

 
 
To learn more: https://www.iais.org/2026/06/fsi-and-iais-publish-note-on-the-
cyber-insurance-market/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.iais.org/2026/06/fsi-and-iais-publish-note-on-the-cyber-insurance-market/
https://www.iais.org/2026/06/fsi-and-iais-publish-note-on-the-cyber-insurance-market/
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SupTech: Mapping the Use of Technology in Financial Supervision 
 

 
 

Executive Summary  
 
This report presents the findings of IOSCO’s first SupTech Survey, conducted in 
early 2025 and developed under FINMA’s leadership. With 49 authorities 
participating across all IOSCO regions, the survey provides a global snapshot of 
how technology is reshaping financial supervision.  
 
SupTech is no longer experimental.  
 
Across jurisdictions and market types, authorities are integrating SupTech into 
core supervisory functions. Efficiency, timeliness, and improved capabilities drive 
adoption, while artificial intelligence, data access, and cloud infrastructure are 
seen as critical enablers. At the same time, cyber risks and resource constraints 
remain significant hurdles.  
 
Strategies are forming, but implementation is uneven.  
 
Most authorities report being in a phase of partial implementation. Dedicated 
budgets and senior-level ownership are increasingly common, especially among 
small and emerging market regulators. Cooperation is broad but largely focused 
on sharing experiences rather than tools.  
 

 
 
Use cases are concentrated, but interest is expanding.  
 
Consumer protection and capital markets are the most developed areas of 
SupTech application. However, interest is shifting toward new domains such as 
digital assets, where usage remains limited but momentum is building.  
 
Technology adoption is pragmatic but aspirational.  
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Authorities primarily use mid-level technologies, supported by transaction data 
and traditional fraud tools. High-tech ambitions remain strong, particularly for 
advanced analytics and machine learning, but funding gaps are slowing progress.  
 
Human capital strategies remain underdeveloped.  
 
Upskilling efforts rely heavily on online and ad hoc training. External hiring is 
prioritized over internal capability building, suggesting the need for more 
structured long-term workforce planning.  
 
A moment of convergence opens a window for deeper peer learning and shared 
progress.  
 
The combination of growing strategic commitment, operational readiness, and 
shared challenges creates a strong case for enhanced international cooperation. 
The survey aims to support this effort by providing a baseline for benchmarking 
and future dialogue. 
 
To learn more:  
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD826.pdf 
 

 
 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.iosco.org/library/pubdocs/pdf/IOSCOPD826.pdf
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FSI Briefs No 32 
Strengthening the going-concern role of AT1: options and trade-offs 
Rodrigo Coelho, Yvan Lengwiler, Kumar Rishabh and Rastko Vrbaski 
 

 
 

Highlights  
 
• Additional Tier 1 (AT1) instruments are designed to operate as going-concern 
capital. In instances where the issuer reaches the point of non-viability, these 
instruments also support an orderly resolution of a gone concern.  
 
• Nonetheless, in practice, the effectiveness of AT1 Instruments in fulfilling their 
primary role as going-concern capital is undermined by low trigger thresholds, 
the discretionary nature of activation and insufficient incentives for 
recapitalisation.  
 
• Restoring this function rests on three elements:  
 
(i) sufficiently dilutive, variable and market-linked conversion as a principal loss-
absorption mechanism;  
 
(ii) elimination of writedown and of discretionary going-concern triggers; and  
 
(iii) Common Equity Tier 1 (CET1)-linked triggers set high enough to support 
recovery.  
 
• Such reforms have to be weighed against potential adverse implications for 
banks’ funding costs, buffer usability and resolution funding. 
 
1. Introduction  
 
Key to making the banking sector more resilient is ensuring that losses on bank 
balance sheets are absorbed early enough.  
 
This principle led regulators in the aftermath of the Great Financial Crisis to 
create Additional Tier 1 (AT1) capital, a class of debt-like instruments that can 
help cushion shocks, like equity.  
 
The Basel Framework classifies AT1 as going-concern capital: instruments 
designed to absorb losses while the bank remains viable and operating.  
 
The objective is to restore the bank’s financial health before it reaches the point 
where resolution becomes necessary.  
 
AT1 instruments absorb losses through two channels.  
 
First, an automatic trigger, typically linked to the bank’s Common Equity Tier 1 
(CET1) ratio falling below a predefined threshold, results in the bank writing 
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down or converting the instrument into equity, immediately improving the 
bank’s CET1 capital position.  
 
Second, bank management has broad discretion to cancel interest (coupon) 
payments to conserve capital.  
 
Beyond these going-concern mechanisms, AT1 instruments also carry a non-
viability clause that requires authorities to write down or convert them when the 
bank is no longer viable. This gives AT1 a secondary, gone-concern function, 
making it available to support resolution alongside its primary role in recovery. 
 
In practice, however, AT1’s going-concern function has not materialised. Current 
design features mean that AT1 instruments rarely absorb losses while a bank is 
still viable, and markets do not price them as if they will. The instruments have 
instead functioned primarily as gone-concern capital, activated only at or near 
the point of failure. 
 
The writedown of Credit Suisse’s AT1 instruments in March 2023 demonstrated 
this. Indeed, it was only once the Swiss supervisory authority declared a viability 
event that Credit Suisse AT1 instruments were written down.  
 
Prior to that, they did nothing to contribute to the firm’s recovery efforts, while 
continuing to distribute coupons.  
 
Moreover, the sharp repricing in AT1 instruments issued by other banks 
following the Credit Suisse event indicates that investors had not priced key state 
contingencies, in particular viability events and supervisory discretion (Di 
Stefano et al (2026)).  
 
Unsurprisingly, AT1 instruments have since faced heightened scrutiny, echoing 
previously voiced scepticism.  
 
The gap between design and function creates uncertainty rather than stability, an 
outcome that is not viable from a prudential perspective. Against that 
background, policymakers are left with two broad options.  
 
The first is to phase out AT1 entirely as regulatory capital. The Australian 
Prudential Regulation Authority (APRA) has taken this path, concluding that AT1 
does not fulfil a stabilising function in a crisis due to the complexities of using it 
and the risk of causing contagion. 
 
The second option is to reform AT1 so that it functions as originally intended. The 
case for reform rests on whether a well designed AT1 can support early 
recapitalisation.  
 
When a bank is highly leveraged and its capital base is eroding, shareholders are 
reluctant to inject fresh equity.  
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Much of the value restored by new capital accrues to creditors through reduced 
default risk, while shareholders bear the full cost of issuance and gain only 
residually.  
 
This is the standard debt overhang problem. Shareholders prefer to delay 
recapitalisation even when early action would increase the value of the bank as a 
whole.  
 
Yet if failing to recapitalise results in AT1 conversion that transfers value from 
incumbent shareholders to bondholders, inaction becomes costly to shareholders 
(Flannery (2005); BCBS (2011); Calomiris and Herring (2013)). Unfortunately, 
the current AT1 designs do not deliver a sufficiently strong incentive.  
 
The question is whether they can be made to. The incentive failure is one of 
several design shortcomings that prevent AT1 from functioning as going-concern 
capital. This paper examines whether they can be addressed.  
 
It is structured as follows: Section 2 outlines a framework to identify why AT1, as 
currently designed, behaves de facto as goneconcern capital.  
 
That framework helps to articulate, in Section 3, the features that could address 
the identified shortcomings.  
 
Section 4 concludes by pointing to a series of trade-offs that policymakers would 
face were they to pursue these options. 
 
To learn more: https://www.bis.org/fsi/fsibriefs32.pdf 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/fsi/fsibriefs32.pdf
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Applicant Beware - Who Is Recruiting You? 
This guidance helps you recognise suspicious adverts and recruiter behaviours and 
understand how you can protect yourself and your organisation by reporting concerns 
and ceasing engagement if something doesn’t look right 
 

 
 

Spotting the Signs of Online Targeting 
 
Why are you a target? 
 
The UK is a target for Foreign Intelligence Services (FIS) who use a variety of 
methods to collect information that they believe will give them advantage over 
the UK. We have previously warned about the use of direct approaches over 
professional networking sites.  
 
A new method deployed at scale by FIS and third parties acting on their behalf is 
the use of online job platforms to attract applicants who have direct or indirect 
access to privileged information.  
 
This guidance helps you to recognise suspicious adverts and recruiter behaviours 
and understand how you can protect yourself and your organisation by reporting 
concerns and ceasing engagement if something doesn't look right. 
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We recommend that you use the 4Rs when reviewing jobs adverts and 
throughout the application process:  
 

1. Realise the evolving threat, 
2. Recognise the signs of suspicious adverts and recruiter behaviours, 
3. Report your suspicions without delay, and 
4. Remove them from your online network and cease engagement. 

 
Realise: the evolving threat 
 
Our Think Before You Link campaign highlights direct approaches over 
professional networking sites by FIS with the goal of accessing information that 
harms UK national security and economic wellbeing.  
 
This type of approach still occurs. Our experts have identified that this tactic has 
evolved, and FIS are also posting job adverts to online platforms to attract 
applicants with direct or indirect access to sensitive and protected information.  
 
Thousands of suspicious job adverts have been posted to online job platforms, 
with more appearing daily. 
 
Information sought by FIS may not necessarily be “classified” or an obvious 
target for espionage. Your insights and network of contacts can form valuable 
‘pieces of the jigsaw’ when brought together with other information.  
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Desirable information includes non-public, sensitive, or protected information on 
a wide range of topics, for example: 
 

➢ UK HMG policy 
➢ Geopolitical issues 
➢ Western military capabilities and alliances 

 

 
 
Who is of Interest? 
 
Job adverts target a wide range of individuals:  
 

➢ UK government and parliamentary employees 
➢ Military employees 
➢ Current or former clearance holders 
➢ Academics 
➢ Think tank employees 
➢ Private defence firm and consultancy employees 
➢ Former staff, and individuals who can provide access to the categories 

identified above 
 
How do Foreign Intelligence Services hide their identity? 
 
A variety of techniques are used to covertly post job adverts online, for example: 
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➢ Using headhunters and recruitment consultants to act on their behalf 
➢ Setting up fake companies 
➢ Spoofing legitimate companies 

 
It will never happen to me - navigating tactics used at scale 
 
When an unsolicited email arrives in your inbox, you are more likely to be 
suspicious as it can bear the hallmarks of a scam: urgency, high reward, too good 
to be true…  
 
This evolving tactic is effective because you make the initial approach in applying 
for a job opportunity, and are unaware that you are at risk of engaging with a 
state actor.  
 
In a legitimate recruitment process, the person you’re talking to assesses your 
background and quality of work because they are considering if you’re the right 
candidate. A FIS is assessing whether the access and information you could 
provide will be useful to them. 
 
Recognise the Signs 
 
They may (initially at least) look legitimate, but it is possible to spot the signs that 
job adverts and recruiter behaviours are suspicious, as illustrated by the graphics 
below. 
 
To learn more: https://www.npsa.gov.uk/specialised-guidance/personal-safety-
security-high-risk-individuals/applicant-
beware?utm_source=linkedin&utm_medium=organic_social&utm_campaign=a
pplicant_beware_June2026 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.npsa.gov.uk/specialised-guidance/personal-safety-security-high-risk-individuals/applicant-beware?utm_source=linkedin&utm_medium=organic_social&utm_campaign=applicant_beware_June2026
https://www.npsa.gov.uk/specialised-guidance/personal-safety-security-high-risk-individuals/applicant-beware?utm_source=linkedin&utm_medium=organic_social&utm_campaign=applicant_beware_June2026
https://www.npsa.gov.uk/specialised-guidance/personal-safety-security-high-risk-individuals/applicant-beware?utm_source=linkedin&utm_medium=organic_social&utm_campaign=applicant_beware_June2026
https://www.npsa.gov.uk/specialised-guidance/personal-safety-security-high-risk-individuals/applicant-beware?utm_source=linkedin&utm_medium=organic_social&utm_campaign=applicant_beware_June2026
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Sound Practices for Responsible Adoption of Artificial Intelligence (AI) 
Consultation report 
 

 
 

The FSB is inviting comments on this consultation report and the questions set 
out below. Respondents are encouraged to provide detailed responses and 
supporting information where possible. Responses to this consultation report 
should be submitted via this secure online form by 22 July 2026. 
 
Questions  
 
1. Do you agree with the benefits and risks of AI adoption by financial institutions 
described in this report? Are there any substantive benefits or risks not covered?  
 
2. Are the sound practices sufficiently comprehensive and clear to enable 
financial institutions’ responsible AI adoption?  
 
3. Do the sound practices strike an appropriate balance between managing risks 
relating to all forms of AI, and addressing some of the risks relating to emerging 
and new complex forms of AI, such as GenAI and agentic AI?  
 
4. Are the sound practices sufficiently flexible to accommodate and address 
newer types of AI and responsible adoption over time?  
 
5. Do the case studies in this report sufficiently highlight how different types of 
financial institutions can benefit from responsible AI adoption? Are there 
additional case studies for inclusion in the report? If so, please provide such case 
studies, particularly for nonbanks.  
 
6. Do the case studies in this report provide actionable insights for financial 
institutions in their responsible AI adoption?  
 
7. Are the definitions in the glossary clear and aligned with industry sound 
practices, including recent developments in AI? 
 
Executive summary  
 
Financial institutions are rapidly adopting, using, and innovating with Artificial 
Intelligence (AI adoption) to reap efficiency gains, transform their business 
models, improve the services offered to customers and enhance risk management 
capabilities, such as to defend against cyber attacks.  
 
The significant benefits that can arise from AI adoption, however, usually come 
with additional risks. Managing these risks well will promote sustained value 
creation by financial institutions through AI adoption. It will also help minimise 
risks to financial stability as AI adoption scales through the financial sector.  
The Financial Stability Board (FSB) has identified sound practices to help all 
types of financial institutions navigate benefits and risks responsibly as they 
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adopt AI. The sound practices builds on and is broadly compatible with existing 
and ongoing work by the FSB and other standardsetting bodies (SSBs).  
 
They are intended to provide a menu of sound practices that financial institutions 
could use to enable responsible AI adoption.  
 
They also seek to foster coordination, cooperation and information-sharing 
among stakeholders, including financial institutions and supervisors, within and 
across jurisdictions.  
 
The sound practices are not intended to establish an international standard, to 
impose a prescriptive approach for responsible AI adoption by financial 
institutions nor to influence business decisions in adopting a certain AI 
technology. They are not exhaustive and may be refined as AI technologies 
evolve.  
 

 
 
The 12 sound practices cover organisation-wide governance as well as 
management of different stages of AI development and deployment (or AI 
lifecycle).  
 
When applying the sound practices, financial institutions should consider 
proportionality. More robust practices may be appropriate for financial 
institutions that are large, complex, and highly connected within their ecosystem 
and where the AI is used or deployed in the financial institutions’ critical (or 
material) functions.  
 
Smaller, less complex, or less interconnected financial institutions as well as less 
material, lower risk or less complex use cases within financial institutions may 
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warrant applications of only relevant sound practices or appropriate modification 
of the relevant sound practices.  
 
Sound practices 1 to 4 emphasise the importance of organisation-wide AI 
governance, in informing the financial institution in its decision on whether and 
how to adopt an AI technology and at what scale.  
 
These sound practices highlight:  
 
(i) the pivotal role the board and senior management play in setting the overall 
approach and providing oversight so that AI adoption is aligned with the 
financial institution’s business model, risk appetite, and strategy;  
 
(ii) the importance of establishing clear governance frameworks, policies, 
procedures, and processes to identify, assess, monitor, and manage AI-related 
risks;  
 
(iii) the importance of defining clear responsibilities and accountabilities 
throughout the organisation; and  
 
(iv) how financial institutions benefit from continuous learning and adaptation, 
enabling them to develop the resources, skills, knowledge, and capabilities 
required to sustain value creation and effective risk management over time.  
 
Sound practices 5 to 10 focus on managing specific AI use cases at or throughout 
different stages of an AI lifecycle so that use case deployments are supported by 
proportionate guardrails.  
 
This involves:  
 
(v) effectively and systematically assessing the materiality and risks of AI use 
cases at inception and thereafter;  
 
(vi) selecting appropriate AI models or systems by considering objectives, 
operational, and technical needs, as well as materiality and risk of AI use cases;  
 
(vii) maintaining appropriate data governance so that the data for training, 
testing, and using AI is accurate, complete, reliable, and secure;  
 
(viii) understanding differences in the explainability of various types of AI and, if 
appropriate and feasible, adopt more explainable AI or consider compensating 
controls;  
 
(ix) evaluating the performance of AI use cases proportionately to their 
materiality and risk, including through performance assessment, testing, and 
ongoing monitoring; and  
 
(x) implementing appropriate and effective human oversight that is relevant to 
the materiality, risk, autonomy, complexity, and explainability of different AI use 
cases.  
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Finally, sound practices 11 and 12 highlight the importance of managing:  
 
(xi) AI-related cyber and information and communication technology (ICT) risks 
including by incorporating AI cyber and ICT risk scenarios into tests and 
exercises, sharing relevant information with key stakeholders, and where 
appropriate, using AI tools in cyber and ICT risk management; and  
 
(xii) risks from AI third-party use with a focus on performance, transparency, 
data quality, supply chain and concentration risks, and business continuity.  
 
The board and senior management of financial institutions are strongly 
encouraged to reference the sound practices as they consider business strategy, 
technology adoption, and risk management in an increasingly AI enabled 
environment. 

 
 
To learn more: https://www.fsb.org/uploads/P100626.pdf 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fsb.org/uploads/P100626.pdf
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EU Action Plan on Cybersecurity and Artificial Intelligence 
 

 
 

The European Commission has presented an Action Plan on Cybersecurity and 
Artificial Intelligence to support the safe and responsible use of AI while 
strengthening Europe's cybersecurity. 
 
Artificial intelligence is rapidly transforming the cybersecurity landscape. AI can 
help detect vulnerabilities, prevent cyberattacks and strengthen the protection of 
critical infrastructure. At the same time, it can also be exploited by malicious 
actors to automate attacks, identify weaknesses and carry out cyber operations at 
unprecedented speed and scale. 
 
Building on the EU's existing legal framework on AI and cybersecurity, the Action 
Plan sets out a coordinated approach to help Member States, businesses and 
public authorities benefit from the opportunities offered by AI while addressing 
the new risks it creates.  
 
It focuses on 3 complementary objectives: 
 

➢ Promoting the safe and responsible use of advanced AI 
➢ Reinforcing the EU's cybersecurity and resilience 
➢ Scaling up Europe's AI capabilities for cybersecurity 

 
To promote the safe use of advanced AI, the Commission will strengthen 
Europe's capacity to evaluate AI models before they are placed on the EU market, 
in line with the AI Act.  
 
It will also work with the European Union Agency for Cybersecurity (ENISA) to 
develop a European Blueprint for secure access to advanced AI systems for 
cybersecurity purposes and establish a secure testing platform to help 
organisations in critical sectors, such as energy, transport, health, finance and 
public administration, safely test and deploy AI solutions. 
 
The Action Plan also reinforces the EU's cybersecurity by promoting the 
implementation of existing EU cybersecurity legislation, including the NIS2 
Directive and the Cyber Resilience Act.  
 
It encourages organisations to use AI, including open-source models where 
appropriate, to detect and address vulnerabilities more quickly and improve their 
ability to prevent and respond to cyberattacks. 
 
To strengthen Europe's technological leadership, the Commission will launch an 
EU Grand Challenge on AI for cybersecurity, bringing together companies, 
researchers and other stakeholders to develop innovative AI-powered 
cybersecurity solutions.  
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The EU will also continue investing in sovereign AI capabilities, building on 
initiatives such as AI Factories and future Gigafactories, while encouraging 
private investment to help scale up European AI technologies. 
 
The Action Plan complements the EU's existing legal framework for AI and 
cybersecurity, including the AI Act, the Cyber Resilience Act, the NIS2 Directive, 
the Digital Operational Resilience Act (DORA) and the Cyber Solidarity Act. By 
bringing together EU institutions, Member States, industry, researchers, open-
source communities and international partners, it aims to ensure that Europe can 
harness the benefits of AI while remaining resilient against emerging 
cybersecurity threats. 
 

 
 
Introduction Artificial Intelligence (AI) at the frontier is marking a shift in 
cybersecurity.  
 
Frontier AI models (i.e. the most advanced AI models available or under 
development) bring increased capabilities to strengthen preparedness and 
improve threat detection and response, creating unprecedented opportunities to 
enhance cyber resilience.  
 
As these capabilities continue to advance, AI will enable cybersecurity teams to 
operate faster and at a greater scale, empowering organisations to address 
emerging threats more effectively.  
 
At the same time, advanced AI capabilities that are already available today, 
including through open source, can already be used to strengthen the EU’s cyber 
resilience.  
 
AI has already become a defining element of the threat landscape, enabling more 
automated, scalable and sophisticated offensive cyber operations including 
cybercrime activities.  
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While frontier level capabilities are currently concentrated in a small number of 
AI models and systems (i.e. models and systems that can perform a wide variety 
of tasks and that approach, reach or exceed the current state of the art), the 
capability gap is narrowing as open-source models continue to improve.  
 
As a result, actual frontier capabilities are expected to become increasingly 
accessible over time, including to malicious actors such as cyber criminals, who 
may exploit those capabilities to execute more complex attacks.  
 
The EU is entering this new paradigm equipped. Over recent years, it has put in 
place the fundamentals: the legal and operational foundations to address 
cybersecurity in the age of AI.  
 
The AI Act provides the world’s first legally binding framework to manage risks 
stemming from AI systems and models, including systemic risks from the most 
advanced general-purpose AI models such as risks of cyber misuse.  
 
The Cyber Resilience Act (CRA, to be fully applicable by the end of 2027) 
addresses the security of supply chains by mandating security by design and 
vulnerability management throughout the life cycle for software and hardware 
products on the EU market. 
 
Together, the AI Act and the CRA help ensuring that AI models and systems and 
products with digital elements are built and maintained with security in mind. In 
parallel, the NIS2 Directive, together with the Digital Operational Resilience Act8 
for the financial sector, provides a risk-based framework for the cybersecurity of 
critical sectors.  
 
These legislations provide a solid framework that, if implemented effectively, is 
robust to technological and threat developments.  
 
The Cyber Solidarity Act complements this framework with operational 
mechanisms to support Member States in preparedness, detection and response 
to significant and large-scale incidents. Together these measures contribute to 
the objectives of the Preparedness Union Strategy and the ProtectEU Strategy. 
 
To learn more: https://digital-strategy.ec.europa.eu/en/library/eu-action-plan-
cybersecurity-and-artificial-intelligence 
 

 

 
 
 
 
 
 
 
 
 
 

https://digital-strategy.ec.europa.eu/en/library/eu-action-plan-cybersecurity-and-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/library/eu-action-plan-cybersecurity-and-artificial-intelligence
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Disclaimer 
 
The Solvency II Association (hereinafter “Association”) enhances public access to 
information. Our goal is to keep this information timely and accurate. If errors 
are brought to our attention, we will try to correct them. 
 
The Association expressly disclaims all warranties, either expressed or implied, 
including any implied warranty of fitness for a particular purpose, and neither 
assumes nor authorizes any other person to assume for it any liability in 
connection with the information or training programs provided. 
 
The Association and its employees will not be liable for any loss or damages of 
any nature, either direct or indirect, arising from use of the information provided, 
as these are general information, not specific guidance for an organization or a 
firm in a specific country.  
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or similar 
regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice; 
 
- is in no way constitutive of interpretative; 
 
- does not prejudge the position that the relevant authorities might decide 
to take on the same matters if developments, including court rulings, were to lead 
it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the courts might place on the 
matters at issue. 
 
We are not responsible for opinions and information posted by others. The 
inclusion of links to other web sites does not necessarily imply a recommendation 
or endorsement of the views expressed within them. Links to other web sites are 
presented as a convenience to users. The Association does not accept any 
responsibility for the content, accuracy, reliability, or currency found on external 
web sites. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts. It is our goal to minimize disruption 
caused by technical errors. However, some data or information may have been 
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created or structured in files or formats that are not error-free and we cannot 
guarantee that our service will not be interrupted or otherwise affected by such 
problems. The Association accepts no responsibility with regard to such problems 
incurred as a result of using this site or any linked external sites. 
 
Readers that are interested in a specific topic covered in the newsletter must 
download the official papers, must find more information, and must ask for 
legal and technical advice, before making any business decisions. 
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The Solvency ii Association 
 

 
 

 
 
 
The Solvency ii Association is the largest Association of Solvency ii professionals in the 
world. 
 
The Association is a business unit of Compliance LLC, incorporated in Wilmington, NC, 
and offices in Washington, DC, a provider of risk and compliance training in 57 
countries. 
 
Join us. Stay current. Read our monthly newsletter with news, alerts, challenges and 
opportunities. Get certified and provide independent evidence that you are a Solvency II 
expert.  
 
Our reading room:  
https://www.solvency-ii-association.com/Reading_Room.htm 
 

 
 
_________________________________________________ 
 

Solvency III 
 
There is no official “Solvency III” directive or framework, at least not yet. The term 
Solvency III is used informally by some industry professionals to describe a set of 
significant revisions to the Solvency II framework. These reforms, however, are officially 
considered part of Solvency II. 
 
The Solvency II Association, the largest association of Solvency II professionals in the 
world, will continue to monitor developments as they unfold and keep you informed of 
any updates. 
 

https://www.solvency-ii-association.com/Reading_Room.htm
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To learn more: https://www.solvency-iii.com/Solvency_III.html 
 

 
__________________________________________________ 
 
Certified Solvency ii Professional (CSiiP), distance learning and online certification 
program 
 

 
 

https://www.solvency-iii.com/Solvency_III.html
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To read more: https://www.solvency-ii-
association.com/CSiiP_Distance_Learning_Online_Certification_Program.htm 
 

 
 
Contact Us 
 
Lyn Spooner 
Email: lyn@solvency-ii-association.com 
 
George Lekatis 
President of the Solvency II Association 
1200 G Street NW Suite 800, 
Washington DC 20005, USA 
Email: lekatis@solvency-ii-association.com 
Web: www.solvency-ii-association.com 
HQ: 1220 N. Market Street Suite 804 
Wilmington DE 19801, USA 
 

https://www.solvency-ii-association.com/CSiiP_Distance_Learning_Online_Certification_Program.htm
https://www.solvency-ii-association.com/CSiiP_Distance_Learning_Online_Certification_Program.htm
mailto:lyn@solvency-ii-association.com
mailto:lekatis@solvency-ii-association.com
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