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Solvency 2 News, November 2021 
 
Dear members and friends, 
 
The European Insurance and Occupational Pensions Authority 
(EIOPA) welcomes the Solvency II proposals of the European 
Commission to give mandates to EIOPA for further action on 
sustainable finance.  
 
EIOPA is convinced that these proposals would contribute positively to a 
transition into a more sustainable economy and that insurers, in their role 
as investors and risk managers, can facilitate it. 
 
In particular, EIOPA welcomes the two mandates proposed by the 
European Commission regarding sustainability risks. EIOPA believes that 
it is important to explore prudential treatment of exposures related to 
assets or activities associated substantially with environmental or social 
objectives.  
 
Furthermore, a regular review of the scope and the calibration of 
parameters of the standard formula pertaining to natural catastrophe risk 
is an important step towards a more sustainable framework. 
 

http://www.solvency-ii-association.com/
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EIOPA is also pleased about the inclusion of climate change scenarios in 
the Own Risk and Solvency Assessment (ORSA), which reflects EIOPA’s 
opinion earlier in 2021.  
 
The opinion: https://www.eiopa.europa.eu/media/news/eiopa-issues-
opinion-supervision-of-use-of-climate-change-risk-scenarios-orsa_en 
 

 
 
EIOPA considers it essential to foster a forward-looking management of 
climate change-related physical and transition risks to ensure the long-
term solvency and viability of the industry. 
 
To read more: https://ec.europa.eu/info/publications/210922-solvency-2-
communication_en 
 

 
 
https://www.eiopa.europa.eu/media/news/eiopa-welcomes-solvency-ii-
proposals-european-commission-sustainability_en 
 
 
 
 

 
 
 

https://www.eiopa.europa.eu/media/news/eiopa-issues-opinion-supervision-of-use-of-climate-change-risk-scenarios-orsa_en
https://www.eiopa.europa.eu/media/news/eiopa-issues-opinion-supervision-of-use-of-climate-change-risk-scenarios-orsa_en
https://ec.europa.eu/info/publications/210922-solvency-2-communication_en
https://ec.europa.eu/info/publications/210922-solvency-2-communication_en
https://www.eiopa.europa.eu/media/news/eiopa-welcomes-solvency-ii-proposals-european-commission-sustainability_en
https://www.eiopa.europa.eu/media/news/eiopa-welcomes-solvency-ii-proposals-european-commission-sustainability_en
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Mystery Shopping as support to supervision on market conduct 
in Italy 
Speech by Fausto Parente at IVASS Event 
 

  
 

Introduction 
 
Ladies and gentlemen 
 
Thank you for inviting me to today’s discussion on mystery shopping. 
 
I am very pleased to be here, not least because we now have the 
opportunity to learn more about the mystery shopping exercise carried out 
by IVASS and DG REFORM and to reflect on the lessons. 
 
I always say that while regulation is vital to keep our financial system 
stable and to make sure that companies carry out their business to a high 
standard, we need supervision to check how regulation is applied in 
practice. (And I don’t just say that because I am a supervisor!) 
 
Mystery shopping: Uncovering hidden practices 
 
And this is precisely where mystery shopping comes into play. 
 
Mystery shopping allows us to see how things are done in real life. How 
regulation is applied: in spirit and to the letter. 
 
Because we know that companies and intermediaries have policies and 
protocols in place to make sure that advice is given and the sales process is 
followed correctly. 
 
And these policies and protocols are nearly always there because we 
supervisors insist on them. And that is because we believe that they will 
help protect consumers either from mis-selling or from bad advice. 
 
And I am sure that whenever we ask, without doubt the bank, insurance 
company, agent, or broker will be able to provide evidence that they 
followed all the right steps. All the boxes will have been ticked. 
But still today, despite all the regulation that we have in place, we continue 
to see consumers losing out because precisely those policies and protocols 
that are in place to protect them are not standing up to the task. 
 
How do we change this? 
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How do we make sure that there is due regard given not only to 
compliance, but also to consumer outcomes? 
 
Well, we need to understand exactly what happens during the sales 
process. 
 
And when I say exactly, I mean just that: not what the broker tells us, not 
what the form says, but the exact conversation that took place, how 
information documents were shared and explained. 
 
Mystery shopping is the only tool that can do this. 
 
And this is what we have seen from this pilot project. 
 
We saw cases where process were not followed, where key information 
documents were not provided.  
 
And we also saw cases where processes were followed, but still sales were 
made even though they were not in the interests of the consumer. 
 
We saw that products were offered, even though it was clear that 
consumers would not be able to keep to the recommended holding period. 
 
We saw that despite a conversation about risk, products were 
recommended even though they did not match the buyer’s risk profile. 
 
And we also saw products being sold without mention of important 
exclusions. 
 
Without mystery shopping, we only hear about these practices too late – 
through complaints. 
 
From compliance to culture 
 
So mystery shopping will help us uncover the poor practices that might be 
hidden by ticked boxes. 
 
But it will not in itself stop the practices. 
 
But we do believe that – within a comprehensive supervision toolkit – it 
can act as a deterrent.  
 
If insurers and intermediaries know that their sales practices could be 
checked at any moment, we believe that they will move towards a more 
consumer-focussed approach. 
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And as supervisors, while we know that we might not be able to address 
these issues through enforcement or sanctions, we can engage with 
insurers and distributors.  
 
And it is through this engagement that we will start the culture change to 
an environment where compliance includes consumer outcomes. 
 
This fits with our wider approach to conduct of business supervision. 
 
Coordinated mystery shopping exercises at the European level will help us 
to identify the depth and scale of issues, and also to anticipate consumer 
detriment early. 
 
To address areas of concern, as supervisors we need to have a good 
relations with firms.   
 
We need to help firms internalise their consumer-centric culture and 
supervisors must be able to challenge firms on their culture as well as their 
bottom line. 
 
As we said when we set out our expectations to product manufacturers and 
distributor on our supervisory approach to product oversight and 
governance, we must put the interests of consumers at the heart of the 
product lifecycle, from design to distribution. 
 
We believe that mystery shopping is one of the tools that can build a 
consumer-focused culture.  
 
Moving to a culture, where customers play the central role should help us 
to address various protection gaps we currently see in our society.  
 
If we only think about a few of them – natural catastrophe protection gap, 
a gap in pensions, cyber risks – it is clear we need right actions to close or 
narrow at least some of them.  
 
And we believe a consumer-centric culture is the best way to achieve that. 
 
Looking ahead 
 
Looking ahead, how do we make the best use of the lessons learnt from this 
project? 
 
The first thing to say is that the use of mystery shopping certainly has a 
place within the conduct supervisory toolkit. 
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The results of this pilot show its effectiveness in looking at areas such as 
marketing, distribution channels, cross-selling and poor sales practices 
among others. 
 
We know that legal provisions around the use of mystery shopping vary by 
country.  
 
Nonetheless, this pilot – combined with work done by our other members 
– has enabled us to answer a number of questions around this tool, and 
proves that – if done properly – mystery shopping can be useful. 
 
As a next step, we at EIOPA are building on the work done through this 
project as well as on the experiences from our other members, to develop a 
methodology that can be used by national supervisors if and when they 
begin to begin to implement mystery shopping as a conduct supervision 
tool. 
 
At EIOPA, we will use our coordination role to monitor how mystery 
shopping is used and to facilitate sharing of good practice and findings. 
 
And, if the need arises and we see that that there are risks to be addressed 
at Europe-wide level, we are ready to coordinate joint actions with our 
members as appropriate. 
 
In conclusion 
 
Before I close, I would like to extend my thanks to IVASS for the work that 
they have done on this project and for involving us at EIOPA. 
 
It goes without saying that we find the results very valuable and welcome 
the overall positive outcome of the project and I look forward to continuing 
to work with you on this. 
 
I would also like to thank our colleagues at DG-REFORM for being open 
and ready to test this approach.  
 
The overall work being done by DG-REFORM in the area of financial 
services – whether in testing pilot projects like this one, by looking at the 
use of artificial intelligence or in financial education – are very welcome 
and are also valuable in helping consumers make informed decisions about 
their finances, while at the same time helping to build a more resilient 
European financial sector. 
 
Speaking as a supervisor, I sincerely believe that mystery shopping has the 
potential, if used correctly, to become a key tool in helping us not only to 
ensure that EU regulation is consistently applied, but also to foster a 
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culture of thinking beyond compliance to foster good outcomes for 
consumers. 
 
Ladies and gentlemen, thank you very much. 
 
To read more: https://www.eiopa.europa.eu/media/speeches-
presentations/speech/mystery-shopping-support-supervision-market-
conduct-italy 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/media/speeches-presentations/speech/mystery-shopping-support-supervision-market-conduct-italy
https://www.eiopa.europa.eu/media/speeches-presentations/speech/mystery-shopping-support-supervision-market-conduct-italy
https://www.eiopa.europa.eu/media/speeches-presentations/speech/mystery-shopping-support-supervision-market-conduct-italy
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EIOPA publishes annual occupational pensions statistics 
 

 
 

The European Insurance and Occupational Pensions Authority (EIOPA) 
published for the first time annual occupational pensions statistics for the 
reference year 2020.  
 
The annual statistics include statistics on balance sheet, asset exposures, 
contributions, benefits & transfers, expenses, members and basic 
information, including for example information on the structure of IORPs, 
number of schemes and concentration ratios. 
 
In addition to annual statistics, EIOPA already publishes quarterly 
statistics on basic information, balance sheet and asset exposures. 
 
About occupational pensions statistics 
 
The statistics contain up-to-date and high-quality data and provide a 
comprehensive picture of the European occupational pensions sector.  
 
The annual statistics are derived from annual submissions to the pensions 
data reporting framework.  
 
Occupational pension institutions in the EU and the European Economic 
Area provide the reports to their national competent authorities which 
EIOPA aggregates to create the statistics. 
 
To read more: https://www.eiopa.europa.eu/tools-and-data/occupational-
pensions-statistics_en 
 

EIOPA Occupational Pensions Statistics,  
Frequently Asked Questions 
 
1. What are the EIOPA Occupational Pensions Statistics? 
 
The publication of aggregated Occupational Pensions Statistics supports 
EIOPA’s key strategic objectives in fostering the protection of policyholders 
as well as its contribution to ensure the orderly functioning of the financial 
system. 
 
EIOPA’s Occupational Pensions Statistics are based on Pensions Data 
reports from IORPs in the European Union and the European Economic 
Area (EEA).  
 

https://www.eiopa.europa.eu/tools-and-data/occupational-pensions-statistics_en
https://www.eiopa.europa.eu/tools-and-data/occupational-pensions-statistics_en
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These statistics provide the most up-to-date and comprehensive picture of 
the European Pensions sector, including country breakdowns and 
distributions of key variables, allowing for the comparability of high-
quality data. 
 
2. Which Institutions for occupational pension provision are included in 
EIOPA’s Occupational Pensions Statistics?  
 
The reported information covers institutions for occupational retirement 
provision (IORP) and the occupational retirement provision business of life 
insurance undertakings in case of Article 4 of Directive (EU) 2016/2341.  
 
In general, the tables refer to data as of the calendar year. Where IORPs 
have a non-standard financial year-end, the annual statistics may not yet 
include all non-standard financial year-end IORPs at the publication date - 
these will be included in the publication in due course. 
 
3. How often are EIOPA Occupational Pensions Statistics updated? 
 
The statistics are published on a quarterly and an annual basis. 
 
To read more: 
https://register.eiopa.europa.eu/Publications/Pensions%20Statistics/FAQ
_IORP_statistics.pdf 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

https://register.eiopa.europa.eu/Publications/Pensions%20Statistics/FAQ_IORP_statistics.pdf
https://register.eiopa.europa.eu/Publications/Pensions%20Statistics/FAQ_IORP_statistics.pdf
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The coronavirus pandemic as an exogenous shock to the 
financial industry 
Prof Claudia Buch, Vice-President of the Deutsche Bundesbank, at the 
Hachenburg symposium, Frankfurt am Main 
 

 
 

1 What does the coronavirus pandemic mean for the financial sector? 
 
The coronavirus pandemic is not completely behind us just yet, but the 
contours of future economic developments are already taking shape.  
 
Structural change in the real economy is likely to pick up speed – digital 
transformation, demographic change, and climate policies pose challenges 
for the real economy and the financial sector.  
 
Higher debt levels in the private and public sectors, boosted by low interest 
rates, are making the macroeconomic setting vulnerable. 
 
Unlike the global financial crisis of 2007–08, the shock during the 
pandemic did not originate in the financial system.  
 
Even so, the shock threatened to spill over into the financial sector by way 
of rising credit risk, as many enterprises and sectors of the real economy 
saw their liquidity and solvency directly jeopardised by lockdown 
measures. 
 
The immediate crisis has since been overcome. So what are the key 
lessons? 
 
One important lesson is that the monetary and fiscal policy measures in 
response to the crisis were necessary to shield the real economy and 
financial sector from the pandemic fallout. In Europe, fiscal measures 
supported around one-third of new lending (ESRB 2021). In particular, 
lending to smaller enterprises and to sectors hit hard by the crisis have 
benefited. 
 
To read more: https://www.bis.org/review/r211021a.pdf 
 

 
 
 
 

https://www.bis.org/review/r211021a.pdf
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FSB Chair’s letter to G20 Finance Ministers and Central Bank 
Governors 
 

 
 

This letter from the FSB Chair, Randal K. Quarles, to G20 Finance 
Ministers and Central Bank Governors ahead of their meeting on 13 
October focuses on two key areas of the FSB’s work on which the FSB has 
submitted reports to the upcoming G20 meeting: 
 
Developing a more resilient NBFI sector 
 
The letter notes that, following the market turmoil in March 2020, the FSB 
agreed on an ambitious multi-year workplan to enhance NBFI resilience. 
 
A key priority of this workplan has been work to address vulnerabilities in 
money market funds (MMFs), conducted in collaboration with the 
International Organization of Securities Commission (IOSCO). The FSB 
has delivered to the G20 a final report with policy proposals to enhance 
money market fund resilience.  
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You may visit: https://www.fsb.org/2021/10/policy-proposals-to-enhance-
money-market-fund-resilience-final-report/ 
 
FSB members are assessing, or will assess, MMF vulnerabilities in their 
jurisdiction and will address them using the framework and policy toolkit 
in the report, in line with their domestic legal frameworks.  
 
The FSB, working with IOSCO, will then take stock of progress made and 
assess the effectiveness of the measures taken. The FSB and IOSCO will 
also carry out further work, complementing MMF policy reforms, to 
enhance the functioning and resilience of short-term funding markets. 
 
The letter also notes the considerable progress made on assessing 
vulnerabilities and identifying policy considerations in other areas within 
NBFI, including open-ended funds; the impact of margin calls; and the 
structure of core funding markets.  
 
The FSB will leverage insights from the analysis in these areas to develop a 
systemic risk perspective on NBFI and policies to address such risks. The 
FSB will submit to G20 Leaders later this month a full progress report on 
its work to enhance resilience of NBFI, including areas where continued 
focus is needed. 
 
Addressing challenges in cross-border payments 
 
The COVID Event has brought into even sharper focus the need to address 
the limitations of current arrangements for cross-border payments.  
 
Last year, the FSB delivered a roadmap to enhance cross-border payments, 
so they are faster, more inclusive, less expensive and more transparent.  
 
Taking forward work on the roadmap, the FSB is submitting to the G20: 
- a progress report on the roadmap to enhance cross-border payments, 

which also confirms steps for next year and beyond; 

https://www.fsb.org/2021/10/policy-proposals-to-enhance-money-market-fund-resilience-final-report/
https://www.fsb.org/2021/10/policy-proposals-to-enhance-money-market-fund-resilience-final-report/
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- quantitative targets for addressing the challenges of cost, speed, 
transparency and access experienced by end-users; and 

 
- a report on the progress made on the implementation of the FSB’s 

high-level recommendation for the regulation, supervision and 
oversight of “global stablecoin” arrangements. 

 
The letter notes that the FSB will also be submitting its latest work on 
cyber incident reporting, which brings together cross-sectoral expertise to 
explore whether harmonisation in cyber reporting can be achieved and 
what additional work needs to be undertaken. 
 
To read more: https://www.fsb.org/wp-content/uploads/P111021-1.pdf 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fsb.org/wp-content/uploads/P111021-1.pdf


P a g e  | 14 

Solvency ii Association 

Cyber risks: what is the impact on the insurance industry? 
 

 
 

October is the European cyber security month. As cyber attacks are a 
continuing risk for insurers, in this article we are discussing their incidence 
in the financial industry as a whole and among insurers in particular, why 
insurers are on the radar and what are the consequences for insurers and 
for policyholders. 
 
The pandemic has accelerated the digital transformation. Financial 
institutions have increased their use of information technology. They are 
now more heavily relying on digital and remote solutions to perform their 
daily operations and to deliver their services to customers.  
 
While this has brought along benefits, the increasing reliance on digital 
solutions has also expanded the risk for cyber attacks. 
 
Cyber risks are considered as a top global risk for the financial sector and 
the economy as a whole. The type of ICT risks to which the undertakings 
are exposed have not changed in the past years, however the frequency of 
incidents and the magnitude of their impact on financial entities has 
increased. 
 
A recent study on Covid-19 and cyber risk in the financial sector revealed 
that the financial sector has experienced the largest number of Covid-19- 
related cyber events after the health sector. Payment institutions, insurers 
and credit unions are the most affected. 
 
Insurers in some jurisdictions are reporting an increasing number of 
malware and other cyber attempts.  
 
Insurance supervisors consider cyber security risks as the main trigger of 
other risks, as highlighted by the European Supervisory Authorities 
(EIOPA, ESMA and EBA) in their report on the risks and vulnerabilities in 
the financial sector.  
 
Some of these risks include: 
 
- digitalisation risks (for 73% of insurance supervisors) 
 
- cyber underwriting risks (19%) 
 
- InsurTech competition (8%) 
 
Why insurers are on the radar of cyber attacks ? 
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Insurance groups are a natural target for cyber attacks because they 
possess substantial amounts of confidential policyholder data. Products, 
policies and pricing are all powered by data.  
 
This is what makes it so valuable: with data an insurance company is able 
to offer the consumer just what they need and hopefully at just the right 
price. More choice and lower costs are what makes consumers so ready to 
share their data. 
 
In contrast to other sectors, which hold mainly sensitive financial data, 
insurers typically also collect a large amount of protected personal 
sensitive information. 
 
What are the consequences? 
 
The main consequences suffered by insurers following these cyber 
incidents are business interruption and material costs for the undertaking, 
for policyholders and for third parties. 
 
Data obtained can be used for different criminal purposes such as identity 
theft to obtain financial gains. 
 
Besides the direct financial consequences, cyber incidents can also result in 
severe and long-lasting operational issues for the targeted insurance 
groups. The reputational damage may also be substantial or even 
irreversible. 
 
If malicious cyber incidents cause business interruptions, this has a direct 
impact on all policyholders. 
 
At the same time, as a direct consequence of the increase of ICT incidents 
as described above the cyber-underwriting market is expanding. According 
to Statista, the European cyber insurance market is expected to grow 
exponentially between 2020 and 2030, doubling in size between 2020 and 
2025. Insurers have their role to play in this area. A sound cyber insurance 
market is an important measure. The challenge is how to insure and help 
prevent cyber risk. 
 
In conclusion, insurers and pension funds need not only to manage cyber 
and IT risk within the company and the value chain, but they also need to 
keep pace with new threats and developments. Here operational resilience 
testing and cooperation can help and as such EIOPA welcomes the Digital 
Operational Resilience Act, or DORA and other initiatives in this field and 
stands ready to contribute.  
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The Digital Operational Resilience Act (DORA): https://eur-
lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52020PC0595&from=EN 
 

 
 
EIOPA will continue to monitor and motivate innovation, while keeping a 
close eye on new risks that are emerging, as well as on how consumers are 
served. 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0595&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0595&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0595&from=EN
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Transforming risk culture: observations from APRA’s pilot 
survey 
 

 
 

- APRA’s risk culture survey is internationally leading regulatory practice 
that expands its supervisory toolkit to transform risk culture.  

 
- Survey results provide a unique employee view of the risk management 

practices and behaviours in an entity. 
 
- APRA will benchmark up to 60 more entities in the next 12 months, 

and will share additional insights with industry. 
 

A strong risk culture is essential for effective risk management outcomes 
that support an organisation’s financial and operational resilience.  
 
Ultimately, organisations with a strong risk culture that supports sound 
risk management practices and behaviours are better placed in terms of 
financial performance and fair, quality outcomes for their customers.  
 
Under Prudential Standard CPS 220 Risk Management, the boards of 
APRA-regulated entities are required to form a view of the risk culture in 
the institution that they govern, and identify any desirable changes to the 
risk culture necessary to ensure that culture supports the ability of the 
institution to operate consistently within its risk appetite. 
 
APRA aims to reinforce, support and assess the work regulated entities are 
doing to build and maintain an effective risk culture. To this end, APRA 
has introduced an industry-wide risk culture survey recently piloted with 
10 general insurance entities.  
 
The survey is a key initiative that supports APRA’s expanded supervisory 
toolkit designed to transform governance, risk culture, remuneration and 
accountability (GCRA) practices across regulated entities. 
 
APRA’s pilot risk culture survey, conducted between March and April 2021, 
provides insights from employees on perceived risk behaviours and the 
effectiveness of the risk management structures within their entities.  
 
The responses, over time, will determine the extent to which positive 
changes to risk culture are (or are not) taking place within individual 
entities, and correspondingly, will identify areas where an entity’s risk 
culture can be improved. 
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The survey also provides the opportunity to benchmark results across a 
number of regulated entities within an industry sector (for example, 
insurance), providing an opportunity for entity leaders and APRA 
supervisors to understand how the entity’s results compare to others in its 
peer group.  
 
APRA is one of the only regulatory bodies worldwide that directly collects 
survey data at an industry level, so APRA’s risk culture survey represents 
internationally leading regulatory practice.  
 
What is risk culture?  
 
Risk culture refers to an entity’s attitudes and behaviours towards risk 
management. Specifically, it is the behavioural norms and practices of 
individuals and groups that shape an entity’s ability to identify, 
understand, openly discuss, escalate and act on its current and emerging 
risks.  
 
A strong risk culture creates an environment where employees are 
comfortable speaking up and voicing concerns with their leaders. It 
produces better decisions by ensuring a broader range of views are 
considered, and allows ideas that present heightened risks to be 
appropriately challenged during decision-making.  
 
It incentivises boards and senior executives to prioritise effective risk 
management. In doing these things, a strong risk culture helps to deliver 
better business and customer outcomes for organisations. APRA is 
committed to enhancing and reinforcing a strong risk culture across all 
regulated entities. 
 
In particular, an entity’s risk culture is influenced and shaped by two key 
aspects: 
 
- Risk behaviours: the observable actions and behaviours of individuals 

and groups (for example, role modelling, operating practices and 
symbols, such as discussion of risk management as a standing agenda 
item in team meetings), and 
 

- Risk architecture: the formal structures and arrangements that support 
the management of risks (for example, systems, policies, procedures 
and governance structures). 

  
APRA’s Risk Culture 10 Dimensions  
 
APRA has developed a framework called the Risk Culture 10 Dimensions to 
assess the risk culture of regulated entities. The Risk Culture 10 
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Dimensions articulate the key aspects of an entity’s risk behaviours and 
risk architecture that contribute to its risk culture. Each of the survey 
questions in the pilot (approximately 40) aligned with one of APRA’s Risk 
Culture 10 Dimensions.  
 
The Risk Culture 10 Dimensions – coupled with the survey results – allow 
APRA to access comparable data in a consistent way across regulated 
entities in order to assess and benchmark risk culture. 
 

 
 

 
 
APRA’s Risk Culture 10 Dimensions is not a prescriptive framework, and 
APRA does not expect entities to adopt it. While the 10 Dimensions 
framework provides insights into how APRA assesses risk culture, an entity 
should have a risk culture framework that fits its own particular 
circumstances (such as its size and complexity).  
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This framework should allow an entity to measure, monitor and report on 
its risk culture in a consistent and meaningful way. 
 
To read more: https://www.apra.gov.au/transforming-risk-culture-
observations-from-apra%E2%80%99s-pilot-survey 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.apra.gov.au/transforming-risk-culture-observations-from-apra%E2%80%99s-pilot-survey
https://www.apra.gov.au/transforming-risk-culture-observations-from-apra%E2%80%99s-pilot-survey
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EU National Telecom Authorities analyse Security Supervision 
and Latest Security Threats 
The EU National Telecom Authorities met in Athens, Greece for the 35th 
meeting of the ECASEC group. The European Union Agency for 
Cybersecurity also hosted the 1st Telecom Security Forum on this occasion. 
 

 
 

Launched more than 10 years ago, the European Competent Authorities for 
Secure Electronic Communications (ECASEC) group serves as a platform 
for collaboration and exchange of information among the national 
authorities supervising telecom security in Europe.  
 
The ECASEC group also develops and endorses guidelines for telecom 
security authorities on how to implement different aspects of EU telecom 
security policy. 
 
Besides the ECASEC meeting, the EU Agency for Cybersecurity (ENISA) 
hosted the 1st edition of the ENISA Telecom Security Forum on 13 October.  
 
The goal of this event, held in a hybrid format, was to bring together 
experts from both national authorities and the private sector to exchange 
views and discuss cybersecurity challenges and good practices. 
 
Highlights of the 35th ECASEC Expert Group meeting 
 
A total of more than 50 experts from national authorities supervising the 
European telecom sector in the EU, EFTA, EEA, and EU candidate 
countries attended the meeting held on 14th October, with almost a third of 
them being present physically. 
 
The meeting was the opportunity for the experts to follow an analysis of the 
supply chain threat landscape recently published by ENISA. BEREC also 
presented their report on the location of the Network Termination Points.  
 
The location of the Network Termination Points has an impact on whether 
an equipment is part of the public network or part of the 
telecommunications terminal equipment (TTE) and that distinction affects 
in turn the legal power of the National Regulatory Agencies (NRAs). 
 
ENISA introduced the main points of the upcoming ENISA reports on 
Consumer Outreach and Network Function Virtualisation (NFV) Security 
and participants listened to an analysis of Confidentiality, Integrity and 
Authenticity attacks in public electronic communication networks.  
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This type of attacks is of great interest for the members of the ECASEC 
Expert Group since the definition of security in the EECC includes also 
confidentiality of communications. 
 
Finally, the group dived into the recent Facebook outage and stressed the 
need for streamlining the incident reporting process so as to avoid unclear 
and overlapping obligations on providers and effectively cover cross-border 
incidents that involve several countries. 
 
The 1st edition of the ENISA telecom security forum in a nutshell 
 
A total of more than 250 telecom security experts met both physically in 
Athens and online to discuss the following points of the agenda: 
 
- latest developments on the Electronic Communications Framework 

and other legislative initiatives at both European and national levels; 
 
- good practices and experience in dealing with emerging security 

threats; 
 
- emerging technologies and related initiatives. 
 
The Forum was opened by Evangelos Ouzounis, Head of the Policy 
Development and Implementation Unit of ENISA and by Warna 
Muzenbrock, chair of the ECASEC group.  
 
They both highlighted the challenges and opportunities of the new 
regulatory environment for the telecom sector. 
 
On behalf of the Greek mobile operators, George Stefanopoulos welcomed 
the participants and highlighted the challenges for operators during the 
pandemic and in view of the 5G rollout.  
 
The forum had three parts: a policy session about EU legislation, a 
technical session about ongoing cyber threats and a future networks 
session, with talks including topics such as 5G and edge computing. 
 
The Policy session: 
 
The Forum focused on the latest policy developments, the European 
Electronic Communications Code (EECC) and the updated NIS Directive 
(NIS2) and how these affect the European telecom operators. 
The policy session started with an intervention from the European 
Commission presenting the NIS2 proposal and its implications for the 
telecom sector.  
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Magnus Falk from ZOOM and Paolo Grassia from the European 
Telecommunications Network Association analysed the impact of the new 
legislation on telecom providers, both Number-Independent Interpersonal 
Communication Services providers and traditional ones.  
 
Finally, Kinga Pawlowska from a Polish media law firm discussed recent 
legislative proposals in Poland addressing the EECC and the NIS Directive. 
 
The Analysis of current threats and attacks – Technical session: 
 
The technical session of the Forum included a presentation of the sub-sea 
fibre network of Liberty Global and an analysis of SIM Swapping attacks by 
Europol. Additionally, the Centre for Cybersecurity of Denmark shared 
their work on the threat from ransomware for the telecoms sector.  
 
Kevin Meynell, from the Internet Society, explained the MANRS project, an 
industry collaboration that aims to set good practices for more secure 
Border Gateway Protocol (BGP) routing.  
 
The future networks session: 
 
Julie Ruff, Deputy Head of Unit of Cybersecurity Technologies and 
Capacity building of European Commission DG CNECT, introduced the 
work of the 5G cybersecurity work stream of the NIS Cooperation Group. 
Silke Holtmanns, from Adaptive Mobile Security, member of the ENISA 
Advisory Group, presented an analysis of the Secure Integration of 5G 
Private Networks.  
 
The discussions focused on threat vectors seen in Multi Edge Computing 
(MEC) deployments and the security controls deployed by service 
providers. GSMA presented its Network Equipment Security Assurance 
Scheme (NESAS). 
 
The presentations: https://www.enisa.europa.eu/events/enisa-telecom-
security-forum/telecom-security-forum-agenda 
 

https://www.enisa.europa.eu/events/enisa-telecom-security-forum/telecom-security-forum-agenda
https://www.enisa.europa.eu/events/enisa-telecom-security-forum/telecom-security-forum-agenda
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You may visit: https://www.enisa.europa.eu/events/enisa-telecom-
security-forum/etsf-presentations/sim-swapping-enisa.pdf 
 

 
 
You may visit: https://www.enisa.europa.eu/events/enisa-telecom-
security-forum/etsf-presentations/enisa-briefing-about-ransomware-
threat-13-okt-2021_without-notes.pdf 

https://www.enisa.europa.eu/events/enisa-telecom-security-forum/etsf-presentations/sim-swapping-enisa.pdf
https://www.enisa.europa.eu/events/enisa-telecom-security-forum/etsf-presentations/sim-swapping-enisa.pdf
https://www.enisa.europa.eu/events/enisa-telecom-security-forum/etsf-presentations/enisa-briefing-about-ransomware-threat-13-okt-2021_without-notes.pdf
https://www.enisa.europa.eu/events/enisa-telecom-security-forum/etsf-presentations/enisa-briefing-about-ransomware-threat-13-okt-2021_without-notes.pdf
https://www.enisa.europa.eu/events/enisa-telecom-security-forum/etsf-presentations/enisa-briefing-about-ransomware-threat-13-okt-2021_without-notes.pdf
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You may visit: https://www.enisa.europa.eu/events/enisa-telecom-
security-forum/etsf-presentations/enisa_presso.pdf 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.enisa.europa.eu/events/enisa-telecom-security-forum/etsf-presentations/enisa_presso.pdf
https://www.enisa.europa.eu/events/enisa-telecom-security-forum/etsf-presentations/enisa_presso.pdf
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The Lack of New Bank Formations is a Significant Issue for the 
Banking Industry 
Governor Michelle W. Bowman, at the 2021 Community Bankers 
Symposium: Banking on the Future, Federal Reserve Bank of Chicago, 
Chicago, Illinois 
 

 
 

Good morning. I appreciate the opportunity to be part of this symposium 
on "Banking on the Future," especially since the future of banking is one of 
the highest priorities in my work at the Board.  
 
Today, I will focus my remarks on the importance of community banks to 
our financial system and the challenges they face. In particular, I will focus 
on the formation of new banks and pose two key questions concerning the 
recent scarcity of these "de novo" banks. 
 
The first question: Why have there been so few de novo bank formations 
over the last decade? And second, what can be done to encourage more de 
novo banks? I will begin with some background on community banks and 
bank formations. 
 
The Importance of Community Banks 
 
By serving communities, households, and businesses that may be 
underserved by larger institutions, community banks play a key role in 
advancing diversification in the U.S. banking system.  
 
First and foremost, community banks provide critical financial services to 
their communities and to many customers who might have limited 
geographic access to banking services.  
 
Because community bankers are active participants and leaders in their 
communities, they typically know their customers and their needs better 
than a banker at a branch of a larger institution.  
 
Community banks draw upon this knowledge and conduct "relationship" 
lending versus relying on automated underwriting models that are typical 
in larger institutions.  
 
Therefore, community banks are more willing to underwrite loans to 
creditworthy customers based on an assessment of qualitative factors that 
automated models do not consider.  
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Since community bankers are part of the fabric of their communities, they 
better understand the local market and economic conditions in the area 
compared to larger institutions that are not resident within the community. 
 
Collectively, community banks are critical in advancing the health and 
stability of the U.S. economy as evidenced by their participation in the 
Small Business Administration's Paycheck Protection Program (PPP). 
Community banks made 4.7 million PPP loans, totaling $429 billion, which 
accounted for nearly 60 percent of the program's total loan amount. 
 
In comparison with the banking industry as a whole, these banks provided 
more loans to traditionally underserved communities and population 
segments: community banks provided 87 percent of total PPP loans to 
minority-owned businesses, 81 percent to women-owned businesses, and 
69 percent to veteran-owned businesses. 
 
Trends in Community Banking 
 
Despite the local and national significance of community banks, their 
numbers, as well as the number of insured banks in general, have been 
declining for several years. 
 
This erosion of community bank charters is not just an issue in our rural 
communities. In urban areas, these banks, including minority-owned 
banks, serve businesses and households that may also be overlooked by 
larger institutions.  
 
I am concerned that the contraction of community banks could lead to an 
unhealthy level of similarity in the banking system. As a result, this could 
limit the ability of households and small businesses to access credit and 
other types of financial products and services.  
 
The beauty of community banks is in their differences—whether in their 
personality or business model. Each is unique in its mission, service 
delivery, and profile. 
 
While I am troubled by the declining community bank footprint, I am not 
surprised that banks are choosing to merge or to be acquired. I am well 
aware of the significant challenges that smaller banks face. Since joining 
the Board, and increasingly over the past year, I have met with many state 
member bank CEOs who share these challenges with me.  
 
These CEOs have expressed frustrations with ever-increasing compliance 
burden, which distracts their attention from prudent revenue generating 
activities. 
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As I discussed in recent remarks at the community bank research 
conference in late September, public policymakers must avoid adding 
regulatory burden on the smallest banks, particularly on those that 
maintain a more traditional business model. 
 
Therefore, policymakers need to achieve a meaningful balance in our 
supervisory approach for community banks. Otherwise, community banks 
will continue to face a regulatory and supervisory framework that is ill-
suited for a lower-risk profile and activities that are less complex than 
those of larger institutions. 
 
Why Have There Been So Few De Novo Bank Formations over the Last 
Decade? 
 
The underlying question remains: why have there been so few de novo 
bank formations over the last decade? 
 
There have been only a handful of new bank charter applications over the 
past decade. In fact, only 44 de novo banks have been established, which 
include both state and national charters. A 2014 study by Federal Reserve 
Board economists noted that from 1990 to 2008, over 2,000 new banks 
were formed, which on average is more than 100 per year. 
 
In contrast, the study noted that only seven new banks were formed from 
2009 to 2013. The 2014 Board study suggests that "low interest rates and 
depressed demand for banking services—both of which depress profit for 
banks, and particularly new banks—may also have discouraged entry." 
 
The conclusions from a Federal Reserve Bank of Kansas City study 
completed this year align with observations from the 2014 Board study. In 
this more recent study, the authors noted that new bank formations tend to 
be cyclical, accelerating during periods of economic expansion and slowing 
during recessions. 
 
While regulatory burden has also contributed to depressed de novo 
formations, the authors pointed to the weak economy following the 2007-
2009 financial crisis and low profitability for banking as overriding factors. 
 
A recurring theme that has surfaced through my discussions with bankers 
and other industry stakeholders is the regulatory burden imposed upon de 
novo banks. In particular, community bankers noted the challenges in 
raising the capital required to establish a new bank.  
 
The 2014 Board study noted that the states' statutory capital requirements 
for a new state-chartered bank could be as low as $10 million, but in 
practice could be as high as $30 million. 
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Given the high initial capital requirement, a de novo bank has a small 
margin of error in implementing its business strategy and meeting profit 
projections. 
 
In establishing a new bank, bank executives explained the challenges in 
developing a business plan and risk-management framework that 
addresses how the bank can generate a sufficient profit to provide an 
adequate return to shareholders.  
 
For a de novo bank, the cost and burden of starting from ground zero in 
establishing their risk-management and internal controls are high. De novo 
banks make strategic decisions in establishing risk-management processes 
and controls that may delay the launch of revenue-generating products and 
services.  
 
Further, a de novo bank faces the pressure to grow quickly, which in turn, 
may lead to riskier lending and other activities. Indeed, experience has 
shown that pronounced problems often surface in the early years of a de 
novo bank's operations, which explains the elevated capital and 
supervisory expectations for these banks.  
 
The Federal Reserve and the other banking agencies generally expect a de 
novo bank to maintain a Tier 1 leverage ratio of at least 8 percent for the 
first three years of its existence and they examine the bank on a more 
frequent schedule. 
 
For a de novo bank, there is a heightened need to hire experienced staff 
who are quickly able to establish the bank and show progress in meeting 
the operating goals and profit projections in the business plan.  
 
As we all know, difficulty in finding skilled workers is an issue more 
broadly in the economy, but community bankers frequently tell me of their 
ongoing challenges in attracting and retaining experienced staff.  
 
These challenges are even more acute for de novo banks who require staff 
with experience in regulatory compliance and internal controls. 
 
A Kansas City Reserve Banks study echoes these anecdotes, which indicate 
that the volume and complexity of regulations require specialized expertise 
that can be costly and difficult to find. 
 
The competitive landscape for financial services and products is also a key 
consideration in developing and executing a de novo bank's business plan. 
I often hear the perspective from bankers that non-regulated financial 
entities have a competitive advantage over regulated financial institutions 
in providing financial services and products.  
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It would be helpful to appropriately acknowledge this competitive 
disadvantage for banks and tailor the regulatory framework based on the 
risks and complexity of their activities. 
 
As a result, the economic, regulatory, and market realities discourage the 
formation of de novo banks, as investors have many other options for entry 
into the financial services market.  
 
For example, they may choose to acquire an existing bank charter and 
subsequently establish branches in new markets. Further, they can acquire 
a branch office from an existing bank. And finally, they may choose to 
establish or acquire a nonbank financial firm that is subject to less 
regulation than a chartered and insured financial institution. 
 
What Can Be Done to Encourage More De Novo Banks? 
 
So, let's address the second question: what can be done to encourage more 
de novo banks? 
 
Simply the fact that I am speaking about this topic today should give you 
the sense that I am concerned about the impact of the declining number of 
community banks. While the loss of a single community bank may be 
inconsequential to U.S. financial stability, that loss may have profound 
consequences to households and businesses in that community.  
 
This is particularly true in rural communities and remote areas and in 
certain urban areas when the loss of the local bank may leave customers in 
a banking desert, void of tangible, relationship-based financial services. 
 
But we should also be concerned about how a continued decline in the 
number of community banks, in part due to the lack of de novo formations, 
will affect the banking and financial services system more broadly. When 
banking services are limited, it is much more difficult for people to fully 
participate in the economy, or to manage their finances when times are 
tough. A shrinking community bank sector may lead to a weaker banking 
system and weaker economy. 
 
It is crucial to provide a balanced, transparent, and effective regulatory 
framework that promotes a vibrant community bank sector.  
 
Public policymakers need to ensure that the regulatory and supervisory 
framework promotes safety and soundness, while recognizing the reduced 
risk of these banks' noncomplex services and activities.  
 
As large institutions and nonregulated financial companies expand their 
reach into markets traditionally served by community banks, policymakers 
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need to ensure that the regulatory and supervisory framework does not 
exacerbate this competitive disadvantage. 
 
If we are not able to achieve an appropriate balance, I am concerned that 
there will continue to be fewer de novo banks as well as a decline in the 
overall population of community banks.  
 
These banks are a key segment of the industry in that they provide 
financial services and products to a wide range of consumers and 
businesses.  
 
Looking to the future, policymakers need to appropriately refine the 
regulatory and supervisory framework to minimize unnecessary 
compliance costs for smaller banks and address impediments to bank 
formations. 
 
Closing 
 
In conclusion, I have raised two important questions about why there so 
few de novo banks and what can be done to encourage new bank 
formations.  
 
It is important for us to fully understand why we have seen the steady 
decline in bank formations, and to continue to explore ways to encourage 
community banks in such a competitive environment.  
 
Identifying answers to these questions should enable the federal banking 
agencies to identify potential regulatory and policy constraints on the 
formation of new banks.  
 
To further this effort, I have asked Federal Reserve staff to continue to 
study trends in community banking so that we can fully understand the 
economic and regulatory factors that constrain the ability of community 
banks to form, compete, and thrive. 
 
I appreciate the opportunity to raise these questions with you. And I look 
forward to further discussions about tailoring our regulatory and 
supervisory framework to ensure that community banks remain an 
essential part of the future of the U.S. financial system.  
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Reflections on Stablecoins and Payments Innovations 
Christopher J. Waller, Member Board of Governors of the Federal Reserve 
System, at “Planning for Surprises, Learning from Crises” - 2021 Financial 
Stability Conference, cohosted by the Federal Reserve Bank of Cleveland 
and the Office of Financial Research, Cleveland, Ohio 
 

 
 

The U.S. payment system is experiencing a technology-driven revolution. 
 
Shifting consumer preferences and the introduction of new products and 
services from a wide variety of new entities have led to advancements in 
payments technology.  
 
This dynamic landscape has also sparked an active policy debate—about 
the risks these new developments pose, how regulators should address 
them, and whether the government should offer an alternative of its own. 
 
Earlier this year, I spoke about the last of these questions: whether the Fed 
should offer a general-purpose central bank digital currency (CBDC) to the 
American public. 
 
My skepticism about the need for a CBDC, which I still hold, comes in part 
from the real and rapid innovation taking place in payments.  
 
My argument—simple as it sounds—is that payments innovation, and the 
competition it brings, is good for consumers.  
 
The market and the public are telling us there is room for improvement in 
the U.S. payment system.  
 
We should take that message to heart and provide a safe and sound way for 
those improvements to occur. 
 
My remarks today focus on “stablecoins,” the highest-profile example of a 
new and fast-growing payments technology. 
 
 Stablecoins are a type of digital asset designed to maintain a stable value 
relative to a national currency or other reference assets. 
 
Stablecoins have piggybacked off the recent increase in crypto-asset 
activity, and their market capitalization has increased almost fivefold in 
just the past year. 
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Stablecoins can be thought of in two forms.  
 
Some serve as a “safe, liquid” asset in the decentralized finance, or DeFi, 
world of crypto-trading.  
 
Examples include Tether and USD Coin. 
 
Alternatively, there are stablecoins that are intended to serve as an 
instrument for retail payments between consumers and firms.  
 
Although these types of stablecoins have not taken off yet, some firms are 
working to assess the viability of such stablecoins as a retail payment 
instrument.  
 
This growth in usage of stablecoins and their potential to serve as a retail 
payment instrument has prompted regulatory attention, including a new 
report from the President’s Working Group on Financial Markets (PWG).  
 
This report urges the Congress to limit the issuance of “payment 
stablecoins” to banks and other insured depository institutions. 
 
Fostering responsible payments innovation means setting clear and 
appropriate rules of the road for everyone to follow.  
 
We know how to handle that task, and we should tackle it head-on.  
 
The PWG report lays out one path to responsible innovation, 
and I applaud that effort.  
 
However, I also believe there may be others that better promote innovation 
and competition while still protecting consumers and addressing risks to 
financial stability.  
 
This is the right time to debate such approaches, and it is important to 
get them right.  
 
If we do not, these technologies may move to other jurisdictions—posing 
risks to U.S. markets that we will be much less able to manage. 
 
Stablecoins: What’s Old, and What’s New 
 
Stablecoin arrangements involve a range of legal and operational 
structures across a range of distributed ledger networks.  
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They are a genuinely new product, based on genuinely new technology. But 
despite the jargon surrounding stablecoins, we can also understand them 
as a new version of something older and more familiar: the bank deposit. 
 
As I have said before, both the government and the private sector play 
indispensable roles in the U.S. monetary system.  
 
The Federal Reserve offers both physical “central bank money” to the 
general public in the form of physical currency and digital “central bank 
money” to depository institutions in the form of digital accounts. 
 
Commercial banks, in turn, give households and businesses access to 
“commercial bank money,” crediting checking and savings accounts when a 
customer deposits cash or takes out a loan.  
 
This privately created money serves as a bridge between the central bank 
and the public. 
 
Commercial bank money is a form of private debt.  
 
The bank issuing that debt promises to honor it at a fixed, one-to-one 
exchange rate with central bank money.  
 
The bank itself is responsible for keeping that promise. However, the bank 
is supported in that task by a tried-and-true system of public support.  
 
That includes regulation and supervision, which ensure banks are safe and 
sound, not taking imprudent risks in their day-to-day business; the 
availability of discount window credit, which ensures well capitalized banks 
can meet their emergency liquidity needs; and deposit insurance, which 
protects consumer deposits if the bank fails.  
 
Put together, those programs leave very little residual risk that a depositor 
in good standing will ever have to leave the teller empty handed.  
 
They make a bank’s redemption promise credible, and they make 
commercial bank money a near-perfect substitute for cash.  
 
As a result, households and businesses overwhelmingly use commercial 
bank money for everyday transactions.  
 

This arrangement has many advantages. Small retail customers do not 
have to spend their time vetting the safety and soundness of their banks—
regulators and supervisors do that for them.  
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Consumers have a safe place to keep their savings and a nearly risk-free 
way to make payments, which are settled in ultrasafe central bank 
liabilities.  
 
Banks can focus their effort on investments, products, and services from a 
place of safety and soundness.  
 
Communities and customers benefit from those efforts in the form of more 
efficient capital allocation and higher-quality, lower-cost financial 
products. 
 
To read more: 

https://www.federalreserve.gov/newsevents/speech/files/waller20211117a
.pdf 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.federalreserve.gov/newsevents/speech/files/waller20211117a.pdf
https://www.federalreserve.gov/newsevents/speech/files/waller20211117a.pdf


P a g e  | 36 

Solvency ii Association 

Controlling Internal Controls 
Remarks at the PepsiCo-PwC CPE Conference, SEC Commissioner 
Caroline A. Crenshaw 
 

 
 

Thank you for the kind introduction Kevin [Gould]. It’s a pleasure to be 
here today at the annual PepsiCo-PwC CPE conference, which I understand 
is a tradition going back 18 years now. I appreciate the opportunity to 
speak, and I look forward to answering your questions today.  
 
It’s not often—even in this job—that I find myself speaking before such a 
large group of controllers, accountants and other finance professionals of 
public companies. And I welcome it because it means we can get a bit more 
technical and talk about financial reporting issues.  
 
I suspect many of you will not be surprised that Kevin and his team have 
shared with me that ESG is top of mind for this group.  I understand there 
is an interest in hearing what ESG means to the SEC and what ESG 
regulations are on the horizon. It’s a big question, and spoiler alert – I 
cannot speak for the Commission and tell you what is to come.  
 
I have to caveat my statements today with the standard disclaimer that any 
views I express today are my own and do not reflect the views of my fellow 
Commissioners, the Commission or its staff. But I am an U.S. Army 
reservist, and the Soldier in me truly appreciates your commitment to 
readiness.  So even though I cannot speak for the Commission, today I will 
discuss how I have been thinking about ESG in the public issuer context. 
 
I. ESG Risks Facing Today’s Investors & Public Companies 
 
ESG is not a monolithic concept. As you know, it generally refers to 
environmental, social and governance risks, and these are some of the most 
pressing issues companies are facing.   
 
In March of this year, the Commission sought public comment on climate 
change disclosure. 
 
We received hundreds of responses; many of which also addressed 
disclosures concerning other ESG risks.  
An overwhelming number of comment letters state that investors view ESG 
information as material to financial performance and that investors need 
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consistent and reliable disclosures of ESG information to inform their 
investment decisions. 
 
According to commenters, ESG related information helps investors assess 
the long-term sustainability or value of an investment. 
 
And this makes sense if you think about the position investors are in today. 
Many Americans are no longer able to rely on defined-benefit retirement 
plans.  
 
They must, instead, rely on themselves in order to save for their children’s 
education or for their own retirement.  And they must, in doing so, take on 
the risks associated with managing the money themselves.  
 
Investors increasingly need to consider how companies will “weather” over 
a longer time horizon when making investment decisions. 
 
That requires looking at the risks today’s companies face and analyzing 
how these risks will impact future financial performance. 
 
With ESG now front and center, the reliability of corporate ESG risk 
disclosures, and their potential impact on and connectivity to financial 
statements, is critical. As you know, corporate internal controls play a 
crucial role in ensuring such risk disclosures are consistent and reliable.   
 
The term “internal accounting controls” refers to an organization’s plan, 
methods, and procedures related to safeguarding a company’s assets and 
ensuring the reliability of corporate financial records. 
 
These controls broadly include systems designed to ensure transactions are 
authorized and recorded in a way that maintains accountability for assets 
and allows for financial statement preparation in conformity with GAAP.   
 
They also include procedures that control access to assets and the systems 
designed to test the effectiveness of internal controls. 
 
The concept of accounting controls is intentionally broad, because a 
company’s system for tracking its assets and recording transactions – 
regardless of their form – is vital to accurate financial reporting.  
 
And it is vital to identifying risks to the financial statements so leadership 
can manage them and prepare GAAP-compliant financial statements and 
disclosures accordingly.  
At the end of the day, management is responsible for establishing and 
maintaining an effective system of internal controls that reasonably 
safeguards corporate assets from risk. 
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So as you think about and discuss ESG risks during this conference, I 
encourage you to think about them in the context of your internal 
accounting controls and audit functions. 
 
II. Internal Accounting Controls and ESG Risks 
 
To best serve their function, internal accounting controls must be dynamic 
enough to consider and respond to changes in the markets, such as those 
posed by ESG issues.  
 
Companies have to evolve over time because the market place is constantly 
changing in response to new developments and challenges.  
 
These changes can be prompted by new technology, developments in the 
global economy, or even by our planet.  
 
Change drives innovation for not just corporate America, but investors, 
consumers and citizens.  
 
Change can be a good thing. But as markets change, so do the risks that can 
impact a company’s financial statements.  
 
Corporate internal accounting controls must evolve as well. Although these 
are relatively technical matters often thought of as within the remit of 
accounting and legal professionals of a specific company, I am regularly 
reminded that, in the aggregate, these details matter to all Americans.   
 
These details impact the companies whose aggregate financial performance 
undergirds the retirement savings of tens of millions of workers, and 
retirees. 
 
To read more: https://www.sec.gov/news/speech/crenshaw-controlling-
internal-controls-20211116 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.sec.gov/news/speech/crenshaw-controlling-internal-controls-20211116
https://www.sec.gov/news/speech/crenshaw-controlling-internal-controls-20211116
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Disclaimer 
 
The Association tries to enhance public access to information about risk 
and compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are 
brought to our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has 
no control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors. However 
some data or information may have been created or structured in files or 
formats that are not error-free and we cannot guarantee that our service 
will not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility with regard to such problems 
incurred as a result of using this site or any linked external sites. 
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Solvency II Association 
 
At every stage of your career, our association provides networking, training, 
certification, information, updates, alerts, and services you can use. Join us. 
Stay current. Take advantage of the new opportunities. Read our monthly 
newsletter. Get certified.  
 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member. 
You may visit:  
https://www.solvency-ii-association.com/How_to_become_member.htm 
 
2. Monthly Updates – Visit the Reading Room of the association at: 
https://www.solvency-ii-association.com/Reading_Room.htm 
 
3. Training and Certification – You may visit: https://www.solvency-ii-
association.com/CSiiP_Distance_Learning_Online_Certification_Progra
m.htm 
 
For instructor-led training, you may contact us. We tailor Solvency II 
presentations, awareness and training programs for supervisors, boards of 
directors, employees, service providers and consultants. 
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